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1A 5 A DU A A5 B ZEIE B (8 AT S H7

1. 3. 44305
AT & FE 5 M T UE A5 B Uk W (R RIS AR Ok 2R TR MK B AT b 55 5 Bl ) S 4
1.3. 5 HES5%

PALERGELN, 584 CFCA MRS I N Z 5iE ks R4t
AR

1.4 H M

1.4.1 CFCA &RREEIFHRELEEHIEP N

R CA IEHRA
CFCA EV OCA EV SSL 43Rk 55 @Ik 5(RSA BI%)
CFCA OV OCA OV SSL 43kl 55 @+ ilE5(RSA BI%)
CFCA DV OCA DV SSL 43Rk 554k 5(RSA Bi%)
CFCA EV ECC OCA EV SSL & FRIk 55 4HIEF(ECC %)
CFCA OV ECC OCA OV SSL & FRIRF5#HIE T (ECC %)
CFCA DV ECC OCA DV SSL 4Bk fik 554 IEH5 (ECC 5i%)
CFCA EV RSA OCA EV SSL & FRIRFTEHIETI(RSA %)
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CFCA OV RSA OCA OV SSL & Ek Ik 55 25 UE 5 (RSA 5i%)

CFCA DV RSA OCA DV SSL 4 ERAR 55 25 1E T5(RSA &)

CFCA EV ROOT. CFCA Global ECC ROOT. CFCA Global RSA ROOT 1%

TR T CAUES:, AR HET RS,

1.4.1.1 CFCA EV SSL £ 8RR & BiE+H

CFCA EV SSL 2Rk S5afIE B & A e, Z2EAUET, KEHE
T P EEE S Web RS 8% 2 [A1 5 7 22 403, SEIEGE(E BAER P Ui
5055 ds IR BN & A s 197 1R A5 B Tk

CFCA EV SSL 4kl 55 #%1F 5 CFCA EV OCA. CFCA EV RSA OCA.,

CFCA EV ECC OCA %K SHA256 iE+5, %4 HK AN RSA-2048 5 ECC-256.

1.4.1.2 CFCA OV SSL &R %24 E+H

CFCA OV SSL 2 ERIR &5 &Rk H 6 S B AL AR . 234 IE . IR
KM ZRUEBEEH T PSS Web RS8R 24018, Ll
HAR (5 BAER 5 5528 2 IR A4, B s (5 R it g

CFCA OV SSL JIR%5#31EFi 1 CFCA OV OCA.CFCA OV RSA OCA.CFCA

OV ECC OCA % /& SHA256 15, ZHHK N RSA-2048 B ECC-256.

1.4.1.3 CFCA DV SSL &R & 2EH

CFCA DV SSL 4Bk AR &% 25k A & a4 Uk 15 28 ik 5l e fFuE 1,
LR FE S TAET N R 28 5 Web RS 28 2 [0 22 453008, SR (=

& ERMEF LA RAF (CFCA) MAUTA 16

https://www.cfca.com.cn




Chnina blnar‘mial Certification Authority
BLAEE P 5 5 0 2 TR B AL, 7 AL B0 15 B 05

CFCA DV SSL 2 Ek iR %5 #31E 15 HH CFCA DV OCA. CFCA DV RSA OCA.

CFCA DV ECC OCA %% SHA256 iE$, 40K E N RSA-2048 & ECC-256.

1. 4. 2 R HIEF N A

CFCA EEREEMA R T IEBARYE SR AE DI RE B4 PR, Eb i CFCA
EV SSL k&5 #8E+5 R fe F T 200 P48 IAUE ) WEB IR 5545

- RUET R I NEAEV] PR iy e b gt 47 1 BRI SR T3k Tk
PRI S A R T M A, WRS 5 A ST RA €, HX RS
N R H A CP&CPS [RE RN VB, R A 32 CFCA BRI

CFCA A BRMEATAR R N R AUE B ARRAE QT R AU AT 75 [E K sl
TR ERURE MR T MR R G

1. 4. 3IEFIE B AR FIED

f£ CFCA WIEMRSS A&,  H AT SCRr 1E R B ATIHAIE T o

T RS B i 3 06 SR R EE B Y GIERT CFCA 7 E IR,
AROR—H 1 4

M5 R fe A T I0E T N H RS B, LA SEEIEH R A H §)
HARAAT M, AR AR E M & Fealde i, X+ SSL nl{E M4, CFCA
AFRALIIRIE 1528 R AR5 -

Toie e IE AR FIE 2 I IUE S, JLR JAEB KR i, 28, 1R4E,
B, AR N, R CFCA IE-BEUE RIS, &0F. FK.
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7
PR 25 e 2%
1.5 KRGS B

1. 5. 1 SREE SR E EHLA

A CP&CPS ) 508 SRS FEH LR N CFCA RI& K FEHE . 247 B B uifEiT
A CP&CPS I, HIfkIE & il L 2R R N Rk “CP&CPS 54" , B&
AT LA AR T LG I 557 “CP&CPS 4w E4H” , s EH ik

1.5. 2BKE2 AR

N A CP&CPS AR 5¢E M, &5 CFCA Mkl & BB &

Hi%: 010-80864610 fEH: 010-63555032
f544: cps@cfca.com.cn Motk JERCTH PRI IX R HT 37 S B 8 E
WNFE | CFCA $EACEF ml ik 5, EAE CFCA % S IH S R BT i -

https://cloudpki.cfca.com.cn/cpr,

1. 5. 3thE CP&CPS FF& KBS KNI

“CP&CPS Zi'5H” WEWIMBEIT G, LHAR “ZoEHENR7
N, “RELT BAMTUTE CP&CPS B EFAMICER, MBS, KBRS
g, MAHEAERZ G, A CP&CPS J Al XH4h kAT, 3 H kA2 Hik 20
RN FATI BT THR A

& ERMEF LA RAF (CFCA) MAUTA 18
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1. 5. 4CP&CPS HLUEFER

“CP&CPS a5 41" 7 Tt CP&CPS T Hm, FHAER A =40 S A%
IR T AR, e, Bk B WS T RO b

“CP&CPS 454”7 5744 CP&CPS IEH AL A F] “L&e” #Hw. 1E
WG “2eZess” WHEENG, “CP&CPS 4G4l HE BT IE I 250 Bg &
JRHE, HENS R I E CP&CPS SCAMS AR A S, TEHGER .

CP&CPS EFA AT HHMITH DTN S EMTFH G, AL, &
L RLFEE G, AR AT CP&CPS. KATE AN A& 47k 8 50 T 1541
KEEEBITENR, AHREEAR T2 &) W5k ( https:/www.cfea.com.cn ) Fi Al 7] %%
PG VR RABTHARAS . RAT LAE R R i WM AR SGHB 1] 78

CP&CPS [/ I B ATE (CFCA Mk E H/3E%) $iT. H CP&CPS KA
2 B2, FrE LS Rl s AN AL CP&CPS WA 451 5 M A A ] CP&CPS ¥
— 3. EREE R RGBT E KA H A 20 RN AT EE TR

Al R J 3 72 JIXT CP&CPS I A A AT o 28, DUR ALME LT B o %501 IR m)
RV 55 T J A8 A 75 B I 1) fl s i e B B BT R o A% CP&CPS ] AR
e P AR HE Y B SK, SR BT R

A CP&CPS Z/DFBIT — k. BT NAERAG HRKEHR, CFCA #i%
RS A F PRAREAT . AT AR RBBUING, S R BT 58
B IR ST TTN A A BT ], 2 R H o ik R 55 S RITE 2 =] sk
ERAT AFRAET T 5 1 7R H s R R AR R A 2 H R 20 H A AT R
WEE-
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1.6 & X485

1.6. 18X
WHE M X
BT UIERSHLIR | 2T EER, S eI@EMmE k. S AFERKIBUENIR, AW 1T 6l
T,
FEMAL HFHAERIT 7, AT P IE PR R HANE B TAE,
B+ ZCAB T2 S BT ER E 51 A THE B A A T BT 30
IEP My R HHEFAENIR (CA) 2R I KA BB A5 IE 15 0 31 3=
TELRAEFVIRAS I | IETFAUAR O A &80 7 e TR & B
HES SR — B RNEE, LA BE X — AR e PR R (8 A MR &K
B2 S 7R ) 1
RS RN | ST HFERSHIMAES & S, MAESERHED (ECEFERFrZE8)
TR A BT R B M 2% S B ) 7 B
A FH R IE 15 A 524
iy WCHF T R T 15 H50T-1E 5 FITiE BH 7 FERE A5 AT 9% R AR L3R4 Tk 5 9E sh O AS A BHL
o
A5 XS AR Bk R e A FHEH A AT EH.
N X PR Sk R a] LA TR
Mk — 5 51 44 XA B EARLZFRE A, BT ME— R E P FARRIX. 50044 FR . s 75 B
BRMOE D EREE G0, BALhRE . SEEAMPRINE.
RFC5280 RFC52807&X.509 £ JE it 15 jh 1 15 FHIE 5 480085 41) 2 ) 1 1 & S0 A
RFC6960 RFC 6960:X.509 5.1/ A 8H FE Atk Wt 78 26 0E T IR & Wi -OCSP
X509l X.509 TR A SAFERIVE HE7EZRE PR AL, X509 225052 B PIIE B IO
FAW 7R (i
X.500FH BUFAIE TS i 42 00— 2R FH XL.5004% 2K
1. 6. 2450 1A]
T H w5
ANSI EEEFIr#E 2 (The American National Standards Institute )

CA

HLFIMIERZS WAL (Certificate Authority)

& ERMEF LA RAF (CFCA) MAUTA 20

https://www.cfca.com.cn




Chnina blnar{cial Certification Authority

RA VEM L (Registration Authority)

CRL WEPS 44 71 2% (Certificate Revocation List)

OCSP TEZRAE 5 RZS #03 (Online Certificate Status Protocol)
Cp UEF5 S W% (Certificate Policy )

CPS L EME S5 B (Certificate practice Statement)
CSR UEPBZE 415K (Certificate Signature Request)

IETF B T F2AT 55 4 (The Internet Engineering Task Force)
DNS W4 245 (Domain Name System )

FIPS B S EALHE bR (Federal Information Processing Standards)
EV PR IGAE/AE 585G UE (Extended Validation)

DN ME—E 5] 44 (Distinguished Name)

1. 6. 3230k

1\ http://csr(3 dnist.gov/publications/nistpubs/800-89/SP-800-89 November2006.pdf
G TRTS54H (IETF) KA RFC3647 ik
2. CA/Browser 3% Chttps://cabforum.org/) KA LA HBOFTACE R (H A
CP&CPS KATH) -

(1) Baseline Requirements for the Issuance and Management of Publicly -
Trusted
Certificates

(2) Network and Certificate System Security Requirements

(3) Guidelines for the Issuance and Management of Extended Validation
Certificates.
3. Mozilla Root Store Policy

4. Microsoft Trusted Root Program

hEEiNET QA RAR (CFCA) WMBUITA 21
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5. AATL Technical Requirements

6. Apple Root Certificate Program

7. Chrome Root Program

8. 360 Browser Root Certificate Program

9. Oracle Root Certificate

1.6. 44558

ZIKYEPEI/‘J;%%E_LEJ “‘,IZ\ZJ\” N “Z_\"/f%:” N ((gjé” N “&” . “Z‘\‘mn . “EZ
%7 AN L “HERE” . “ATLL” A “mlag” MRYE RFC 2119 HHATRER
AR AT H BRI A ms B [a] A6 5 EE ] 00:00:00 (UTCHS)

2 ERERMEEEEH

2LUERE

CFCA 15 B JEH MIVT P AE S N AR 7 325 B R SS . CFCA 5 BFER
FEEARTLLRAS: WEFH. CRL. CP&CPS. iFPBARS ML FAR T
CFCA M5 B UL CFCA ANEM KA HIE R

2.2 MRS BRI R A

CFCA ff] CP&CPS Lk J #H 3¢ [ 50 R 3¢ #F 15 B 55 f£ CFCA W uf
https://www.cfca.com.cn & i . 4 CP&CPS & H [E FKHE T IRARIE P FE R,
FAE A Bk TIER S “IEBZE AR (SCT #FR) 7 i T A . [N
EPRAEAELRUE TR A TE T R R4S 55 .
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2.3 R AT B[R] B R

CP&CPS VAR AR I 55 FUNITE 56 i 1.5.4 BT bR f5 1) 15 AN TAEH
N RATE] CECA Wb b, JHFATHifR 7424 /INNAT V5 ), CPS Z= /b 4H4E B 3 — 1K
CRL {5 B TE 24 /NS N SEF: 1T P ARFPREESRIN, FARYELT IR R, &2
BB CRL RAGHIMZR . CFCA 2K 1 CRL 55, WRIEFE, Huf AT IR
SER RAT

24RREAR B

CFCA K4y AR IC 3, M Tl 8 2 v 4 44 £ n] S ul i) B
PHARIRVE T BOR A 0 R D90 A BB 8 RS FIEBE B (R3S EV IR
X EEUE S FRE NI AES Ja B B 43 95 Uk TP AR IR D m] BE AR e XURSE UE 35 FH A

FERHAT 9 UERT CFCA K BN — 28 ML 4% BLEAT EoX, &
TR AR B AT AL W 28 4 B B O VR AR, E S BB
Bos Hobric oy “m S HiEE 7, BORIEHAER T SN B S 13 278 7
Bk

(1) HERRAETIEA (APWG) KA EREAHEEYE (APAC) A
[ 1 H bR 42 5

(2) CFCA K[ Jy v fig 38 3] ) 2% £ £ 55 H A B 3 0V Bode i i 45 L BV
SSL 43Rk 55 %+ IE 5. OV SSL 4Bk ik 55 ##1IE+5 . DV SSL 2RIk 55 a1k 15, CFCA
T A S AR 25 K BB F A LWL bR R HRIEE ", JERENS T
TR v ARG ER T LG (R 14
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CFCA 548 4k T 5 A5 B2 A BiE 5 Fd

2545 BBV iR 42

CFCA 2 U5 I PRI BLE O/ R A L 3SR N R A4 Bedn S AME = 2
FER RIS S, CFCA {52 15 2 BLR B 7 A AR A B AR R

3 HmiRAS5 %5
3.115 44

3. 1. 12 #RRH

CFCA ZRRGHEMAR N R FEBRIEUE IR AR, 25K MIES 4K

LTI R4 A TP A5, 4 4 X500 52 LB 44 BTG
3. 1. 2 X AR LR ER

DN (Distinguished Name) : ME—Hijl 4, FEECFUEPH AR LTI A,
FH - ME— AR 3 R 1K X.500 448K o I 75 B A 'S S BIE 5 5 1A L SE B 1
HA PR S IR R N2

EV SSL 43Rk Ik 55 # ik~ 1 B o) 42 FR o (938 B 46 R RE = 1T P HLR P A 1)
W, Az P I HARME B SR RAE.

OV SSL 43Rk 55 51k 15 1 B il 44 o ()38 FH 44 w] LU AT P Birdi A 1344
BE AW TP, G55 1% AT P B AR B — A A

DV SSL 4= BRIk 55 # 31E 15 (B 1) 44 PR ob 138 FH 44 7] L& 1T 7 B iR 4844
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E NP TP, S E Al P AR S A AL

3. L. 3T B A B4

il FH e 44 AT 7 S 58 AOAIE S EAM BT & CFCA RIS IZ 20K, R Joikil
HHZ, WA RIS .
fil IO 4% RO IE AR B LB B, — LRSS E T A4

3. L. 4fBRA AR BN

DN e &N B CFCA & X, VENWA CP&CPS 7.1.4 HI1iH .

3. 1. b AFRHIME— 1

£ CFCA ZREMEM AR, AR LSRR 2 AR, Hab
JEME— 1o BT [F]—1T, R DU e — (R AR B 4 9 HL A8 R 2 5KAE S
U H A A AN FRT P ARAERR R S BRI, g e g H DL SE ], ) HiE
& AR IRl 45 02 3 ADC Sl g J 0

3. 1. 6 EHnHIRA . EHAMMAE

CFCA R MUEH AR A AR g hr sl n] et HARH LR AR BLTAE
CFCA AUAUEA I ANSEAIE H 5 N2 548 AR A T rihe gy b, SR AT %
U ZyiF, CFCA A BERZE FE I M ARATAT O A HIE TS
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32915 B AN

3. 2. LEWIHAERHRITTIE

L ZE ISR 5 PE A 2 SIS BAL S, UER 54 pkes#10.
Foft 5 oA S PR IR T, B0 CA B2 1) HoAtiE B 77 0. CFCA 1E
AT P EERAETRT,  RGUR B sh T 7 B2 A5 IE HAA R R 44 14 R A
TR SR, DA LT P A FAH

3. 2. 2HUAE B A A4 B 45 531

3.2.2.1 MU SR

WURTT P AE FREEFIRS, B AT P 10 S 4 ), o iod 2900 w45 030 122
WOUEFCECSEE L S 00 PR AR 3 B AL 10 S A Rk LA B A T LASRAS HH 135 3 B 14
A5 BT A . HURLT RS Bl A F s 3 A 5 B 78 0 SR BUIE
HIEH RS T (AT FoRBEZAET I IH D53, FHARIH R 54T .

SRS A G5 BT IESS, CFCA K5 iE 44 (1 & FRAE M 227
ik, CFCA FIARHE L ELFT B (RE S 285 AN TR], ST AN TE] 1 5 43 %501 7 =X,
BT fdt 48000 7 i85 7% CA/Browser i35 1) BR LA EVG.CFCA 1] LUE#E LA
— T8, 22 TSR 56 E 40 21 &ty At Bk 45 2.

(D) R BURFHU SR A B0 CRESEAIRT TR E g, s
AOENUET . Gi—tbox 5 FARIIE 55 BRI % KA SO RIBUBEE =7 4
Y R LA SR BLSEARTE IR . BRI S AA.

(2) JEE AT 58 = 05 B0dm PRI At bk B R 0750, DAHRAE, HLT
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M o MISIBUE BR 5577 U WU AT RS, DRI Y & BT SR AR 145 R B ik

(3) ERA POV AR 2 THIiEE B A IE B B R IR S S

(4) YLK ARITXIK S, BUFRE KR FR AR CFCA AT
WUETT KA N B IEAE S

(5) ZHEEE =J7 WU EBHAT IR, BUER FE 2 SRAE ARSI (5 B SR
Bl tb4h, B, CFCA ER PA¥E BT Z M a7 S BE kL. HiE#H
A S5 ORI BRI S R I 7RIE S I G B 54T

CFCA ZESLMYESFIE v XU FRE N BFR, FEFESZ AR B I 2 i) 1% 5
X, AT HIRAHEIHIEN, CA HUHIELH .

3.2.2.2 DBA/EBNLAFRIILES]

AEH

3.2.2.3 EFEKLEH

b IR K B, CFCA Kt 3.2.2 F0 A G H 2L LM

UE WG B R2EAT BT E R %5

3.2.2.4 BAKHIAFLES]

FA P AE RS SSL AR, CFCA 752256 UE B i 35 0T BT FREIE 5 Fhas 44 (/4%
MR, HEIR UL FE i CFCA 04T, AN2RILEHH =T7. CFCA ASHFFiRA b
J4.onion (IR MIAE, HARMHZIER MK . CFCA 49 A4 56
UEIEsR, QAEE R 7R EGUE T DL R ) BR A5
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3.2.24.1 BAFHFEANBRBERRAN

CFCA ANZH 71

32242 HEBERRARBHTEMG. £E. SERIBUS 4

P IR AR TR A 3.2.2.4.2 TR HIE X, CFCA fidid K ik 50 Uk MR 4 24556
U3 4 1) whois 16 R A HEFE B0 UEI 4 B FEHIAL,  BOAIE M AR A 2 0 — AN — 11
BENUVE, TP BRI IERRAE S, U R A A UE (SRR, s S RIS
5E R 4 P BLKRAIE

ME— [ BEALIE B CFCA A, JRAEA iz Hig A BRI 30 K, Bhi
UF 77 2 @ FH @ G R 4 RS0 E

3.2.24.3 BEBEARNHIEERR

CFCA AR

3.2.2.4.4 WG FERGRIREER A

LI A EOREE 3.2.2.4.4 T HYE S HIE FL T ERPE R IEICR N . JERL DL
7 A AL 2 1) R T MR S B B R S O R NS, A R A RHE R
FQDN )42l

R TR AGE R ANl ] “admin” . “administrator”
“webmaster” . “hostmaster” BY, “postmaster” {EAHBEEHbEESY, EIR/GS
C“@” ), PR RAFRAERA .

2. fEHT IR RS — AN BEHLE .
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3. ikHIIE AR CFCA Bk SSai2d Gl Sy oAb 5 20 BEALE LA
IWARWANZAL o

ME—RIRENLE B CFCA ik, IFAEA RN HilEA RO 30 K. I
UE 5 2[R N H T8 B84 B3R E .

3.2.2.45 BREBFTHCH

CFCA AR

3.2.24.6 HEMMBEAE

CFCA NCHr 71

3.2.2.477 DNSZE

PR ER S 3.2.2.4.7 W X, T P @IS AR IR EAR A4 AT 4R E
W BENLEL R TXT 5k CNAME ic3%, CFCA Ag % 2 1 B4 i 1o 3% B ] 58 sk 42 Fr
A RERAIE

ME—IBEALE B CFCA AR, JRTEAE iz Hilt ORI 30 K. 3538
438 5 1 5 e R R BURAE, CFCA AT LN IS 44 DA% DL I 42 45 2 (10 T 4%
A4 2 R UE TS, B IF J7 2 [ B T G A 3 4 R SR IE

3.2.2.4.8 1P Hih-

CFCA AR
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3.2.2.49 WMRRIEF

CFCA ANZH 71

3.2.2.4.10 {EFHBENLEL

CFCA ANZH 71

3.2.2.4.11 AR AT

CFCA AR

3.2.2.4.12 BAFHIEANNBRBERA

CFCA AR

3.2.2.4.13 [] DNS CAA BRR A\ K& TFHRHE

CFCA ANZH 71

3.2.2.4.14 [ DNS TXT Bt R N\ K% BT hip

P IR AR IR 3.2.2.4.14 IR E S, CFCA 4 R 56 UE ME 4 238 ik DNS
51 211 "-validation-contactemail /7 36 UF 3 4 "TXT fEHT 1304 B R AMRAE . 40
UE B AR 20 B —/NME— BN, 3T 7 URCEIBAIE MR AR, U il s BEATLAR R 50
UEBERE, S A 5 B AT 58 g4 BT BURAIE .

ME—IBEALE B CFCA AR, JRTEAE iz Hil ORI 30 Ko 353
4385t 5 e B HIBURAE, CFCA AT LI IS4 DL LI 4% 45 (1 T 2%
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A B eSS, SEARUE 7 P R & A I8 B AT 44 R E .

3.2.2.4.15 HIFRIFSAZBRR A

CFCA AR

3.2.2.4.16 |7 DNS TXT FHIFEER NHITHIFEER

CFCA ANZH 71

3.2.2.4.17 [7] DNS CAA HFHEIEB R AHEATHIEEER

CFCA ANZH 71

3.2.2.4.18 TEEKIMVEEEE V2

PR MR AR 3.2.2.4.18 T Y sE S0, 1T @ AE A IR UE I 44 b s A E H
5x/.well-known/pki-validation/ T JBUE 8 € W46 IE SCAFFIBEH LA IE{E , CFCA 1
HTTP/HTTPS B HER 31 1 B 8 il D 1y 1) 3148 1 50 IE A 25 BRI A] 58 Bk 4 By
AR AIE

ME—IBEALE B CFCA AR, JFTEAE iz HEA FUR AR 30 Ko #3
2385t 5 e R IR R, CFCA MR Z 8 RAETS . PLIGHIE 7 A
& BT O GAE, CFCA SHF http W2 R AR FPIRZSHS N 301, 302 1)
HE A SRS IR, 8 5E 7] J5 (1 ik Z5UR BRHIE 3804 — 35, FT LASR F hitp 3% https
J72, o A U BRI AL 5 ] 1 o
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3.2.2.4.19 fEH ACME 75 R M 3538 5

CFCA ANZH 71

3.2.2.4.20 f&F TLS ) ALPN 7" &

CFCA ANZH 71

3.2.2.5 IP HubkRImIAFIL R

CFCA 31T FH A TP B4 SSL E$, AN IP 28 K Jik 44 74 i 3% o 7t
WETS. BT HIFERH 1P H RS IANA MG H AT AR 1P, CFCA &4 4

A TP SRS, B AR 7R ARR S AIE 5 72 BL RS MK BR iAo

32251 HEEKMBEEE

PRI AL A ERES 3.2.2.5.1 THRE X T I ARSI IP 3l 4R 8 H 5%
/.well-known/pki-validation/ T JEUE 48 && 1) 46 UE SO A FE AL % UE{E . CFCA @i
HTTP/HTTPS i BRI S 11 RS 17 i 2145 5 56 IE P 28 B AT 58 Bk 42 AT
AAUGIE. ME—MBENLE B CFCA AR, FHTEAE R HiEABORA R 30 K.

3.2.2.52 A IP BBER R A RIZHE AR EERIBYS 4

CFCA ANZH 71

3.2.253 kFHbHEER

CFCA ANZHr T
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3.2.2.5.4 fRAHEAN A E

CFCA ANZH 71

3.2.2.55 HIFECR IP HHBR R R

CFCA ANZH 71

3.2.2.5.6 1P Hub-f) ACME “http-01” J5¥%

CFCA AR

3.2.2.5.7 IP Hilikf) ACME “tls-alpn-01” 753

CFCA AR

3.2.2.6 EEFFEANHFIALER

CFCA @B A M 384 HEAT 5 I ALSS AL, R UE AN IEIE A CP&CPS 2
3.2.2.4 THHIME . EACHT AL AT M A TR A4 B A HL R 2], CFCA NI 4E

NHZRUEH . CFCA A NEBERATZE K EV IEH.
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7.1.2.8.7 OCSP N FEFFm BAEH A RHE

DL 11.4 75,

7.1.2.8.8 OCSP N FFE /i BLE+ SR %

ANiEH

7.1.2.9 THEPACE

FEF & —/N 1 RFC 6962 5€ CHIHHRES Y, w LARAZBNEHE I H &
o FEZEH I Precertificate SUETRE AR, Mi—XHIZEY RFEHAR
KR DS 4 JE Precertificate Poison(0ID: 1.3.6.1.4.1.11129.2.4.3),
R RTUE BA SRS REC 5280 MR iz MiEt . 288 1 HUETS
HIAFAE AT AR AL A MR AR AE IR, TR 25 44403 CFCA & i, i) A

B R IXMEHIUES

WHEHAE CA IRERRIUEHZ )G, BAAELFREZIEHZAalEd. CFCA A LA
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— HAEE T HUETS, U5 AT LK ALY CFCA 3 25 A M RLAIE 3 A 40K
DI, BCEH ILE A, M ROIEH CEAAAE . IR 15 5 TR A X N2 AR
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7.1.2.9.2 TWEBY RBEE-TEL CA R

AEH

7.1.2.9.3 THEBYE

WE B2 WiE By (0ID: 1.3.6.1.4.1.11129.2.4.3) .
WP EBAE — extnValue OCTET STRING, & 1E4f+& RFC 6962 %5 3.1 it
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7.1.2.9.4 FHEBBEPUEAR R

WHEH #2540 CA Hak, WUEH M AUE IR S%4 CA MBI E

AU PRI — 2

7.1.2.10 CA EHEE

CFCA fEZE K CAUEBZ /T, BIPRIEPNE, BN TERIINE, Ca2ffa

807012 RS AMERRCE ST B K
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7.1.2.10.8 CA iEBLHKRLE

A

7.1.2.11 BREPFER

CFCA ERERUEPZ AT, MPRIEBALR, SURENTBRINAR, ZE2FE9H

7. 1.2 FirpED UL EC B ST 2K

7.1.2.11.1 FHREHRIRRF

W 11.3 7Y,
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W 11.3 7Y,

7.1.2.11.3 BRIEHEEFIR

MR AR RS RY R, HHNZEZE—4 OCTET STRING, Hra &R
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H] LogEntryType.
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DLEE 11.3 75,
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7.1.2.11.5 HEJRE

DLEE 11.3 75,

7. 1. 3FIEX BN IRFF

7.1.3.1 FEEAHER

AR 22K 5E ] TR 8 FGIE S subjectPublicKeyInfo, AMEHIH E4ibd.

7.1.3.1.1 RSA

CFCA f# ] rsaEncryption (OID: 1.2.840.113549. 1. 1.1) EyEbriR&GHe~
RSA %%, JFHE 8 NULL, ZWASit, RSA HIZAHBELEARIRAT 16 3k gmag Ny

300d06092a864886£70d0101010500.

7.1.3.1.2 ECDSA

CFCA i /i id—ecPublicKey (OID: 1.2.840.10045.2.1) HiErriR&GHER
ECDSA % %4H.

ZAUfd FH h 26 4 PR Gt -

ST P-256 %4H, #hZk/E secp256rl (OID: 1.2.840.10045.3.1.7) .

SFF P-384 #4H, HHZR & secp384rl (0ID: 1.3.132.0.34) .
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7.1.3.2

B H AR RFF

CFCA AR ZE 44 B G LA LR A R M N B 2544 2975 & B SO s 1

R

Bl e LLT BT X S/ 7B
1. WEPELTIIEE signatureAlgorithm FEX .
2. fFZ4UEHBH) signature FE.

3. WEBAIER signatureAlgorithm FEX.

4, R ZUEPH] signature HIFEX.

5. OCSP MuW H] signatureAlgorithm FEX.

7.1.3.2.1 RSA

CFCA fi ] RSA

XA LMY, R

B HIE

0ID

16 3l i

SHA-256 with RSA

1.2.840.113549. 1. 1. 11
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10b0500

SHA-384 with RSA

1.2.840.113549. 1. 1. 12

300d06092a864886£70d010
100500

SHA-512 with RSA

1.2.840.113549. 1. 1. 13

300d06092a864886170d010
1040500

7.1.3.2.2

ECDSA

CFCA f# H ECDSA 44 FyE M Zmis, -

B HIE

01D 16 k) gm AL

SHA-256 with
ECDSA

1.2.840.10045. 4. 3. 2
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(3) WNRAFAEZ ADARRS L 4, W EATHZIREAIESS 7.1.4. 2 T HIE
NP4t fE RDNSequence W, A LAZZE [T B
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%M B AP MAE AR AR S A 1P #hkeE FADN A1,
RAMEAAAE T & 2 RRY et .

JE Pk 01D ySAIEA iR RARKE

ESE 2.5.4.6 RFC5280 PrintableString 2

By 2.5.4.8 RFC5280 UTF8String &Y, 128
PrintableString

A 2.5.4.7 RFC5280 UTF8String &Y, 128
PrintableString

H 2.5.4.10 RFC5280 UTF8String &Y 64
PrintableString

SCiN = B S 2.5.4.3 RFC5280 UTF8String EY 64
PrintableString

BV AR SR VRN DA K B 3%

JE& T 01D e TSN ® K
K
businessCategory 2.5.4.15 X. 520 UTF8String Y 2
PrintableString
jurisdictionCountry 1.3.6.1.4.1.311.60. 2. | EVG PrintableString | 128
1.3
jurisdictionStateOrPro | 1.3.6.1.4.1.311.60.2. | EVG UTF8String Y 128
vince 1.2 PrintableString
jurisdictionLocality 1.3.6.1.4.1.311.60. 2. | EVG UTF8String B 64
1.1 PrintableString
serialNumber 2.5.4.5 RFC5280 | PrintableString | 64

7.1.4.3 ITPIEBERLRBI

WHAREE KBS HE SRS, ZFBAERRmLIn T

(1) WHZEZ IPv4 ik, WHZ(ELHiSN IPv4 Hitik, 40 RFC 3986
9 03.2.2 TTHHRE

(2) WRZ{ER IPv6 Hiuhk, WZAELLZILL RFC 5952 25 4 54 5E 1)3L
ARFR I AT i o

(3) 1% DNSName 1H 5% 4x BR € 184 BUOBRCAF AL, W28 i 5 4 FH 2
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%2R BEZRFIRA)ILAS . 584 R E 4 slUd B 71844 1 FQDN 3543 1Y
T AR5 9m S~ LDH-Label, 3fH P-Label AMEFIH Unicode FRER.

7.1.4.4 HfhFEREH
WE 11,3 Fi.

7. 1. 5 ZHRBR
ANiEH

7. 1. 6IEFH RGN ZARRAF

7.1.6.1 {REGUEFSRIEATIREF
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7.2 EHEHEIE

2024-03-15 Hjfg, CFCA #ZHELL T E RA I KA CRL.
CRL 78 751% CA Fr A I R IAEP . B di H CRL 731X, NiX L/ X R E&

S22 ) CRL. CA ANEJHEZS% CRL.

J& 1 AR | #iR
tbsCertList
version 171E v2 hRA
signature AL
issuer 17AE 52k CA R FIZH)ILAC
thisUpdate Ve CRL HIZ5 Kk HHA
nextUpdate 1E1E ITFET 7 K, HHOET 12 A
revokedCertificate | ANf#
extensions HAE W
signature 171
7.2. 1[iA%

CFCA MIE PRSP RS X. 509 v2 HIfRAS Ak B K o

7.2.2CRL #1 CRL 2 Hy B

CRL ¥ J&:

e AR | B | ik

authorityKeyldentifier = Ik 5%2% CA 1Y
SubjectKeyldentifier & FiZH) UL
i

CRLNumber & E[E RAES HORERE 27159 k7 K)i%
T 1R

IssuingDistributionPoint | * - LA CP&CPS 7. 2. 2.

FEEUE 52 A

H A AL Eiip

serialNumber & SRS UE 15 7 51518 712 4] UL RS

revocationDate & WO H B, 8 CFeA AR

TR 5 38 B ZE 5 FA BH s H
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T H 3, 84 6 H 3R] 21)1%
I 3
crlEntryExtensions Al RE BRI crlEntryExtensions ZH {4
*=
crlEntryExtensions ZHA4:
CRL % HY & e I HAE i BN
reasonCode Al RE i = AT T
CRLReasons. HJEFEILA 0 B,
AFELE ;s HIJFE RACRS 1T i
F8 € BT HE I I . 24 S RIS
RIER, FAAEHA K
CRLReasons:
RFC5280 Ji [RI4RAY {1 Fiik
KiGE 0 BRI
Bk AN v 1 BT PRV MR A, SRS N e R R A E
S, A% b
SHEES B 3 WE S AR A4 R el HoAh 34K B (5 B AR T
B AR 4 FORIEPIEEM S e, RN T P E3E R FHETS, CRCA
A G BHUESE ZR WIE A5 AF ] FQDN B TP #hudik (343 AX
B S UE AN SEUESE, B T AR () ik 4
ANFFE IR LT AEER B, CPS) TN 1k 15,
fFibisE 5 RONFEA UE TS 10 W 3 70 IE 15 2 AT o, 81T P
FEUES 21 B AT AN B 3 e 5 4 384 .
WE 6 ANy
ST E G 9 KR P HAFAEAR SR M EE 1B AT R, Bl
FATAEHOERIERPHRME T IRREER, SERKE
AT VT P 2R I E R 55

7.2.2.1 CRL KA
CFCA 1 FH 572 28 (1Y) CRL IH{k, ANsi I J& .

7.3 ELIEFREMN

CFCA AIE R Gt OCSP R4S, 2R OCSP Wi W £F4 RFC6960 i, Zbx
HESE ST — bR v U SR NAE BAS 2 A GE IR
0 5 OCSP i . A E P ey, eSS Borh a5 s R A
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7.3. 1fR&5

RFC6960 5& M H OCSP V1 fliAs

7.3.20CSP ¥ BII

5 RFC6960 —%k .,

8 NENLH B THAI B PP

CFCA {EAE AT I -
1. 857 CA/Browser iLIA [ BR FFERI Z K.
2. ESFATEI P RUE K WebTrust # iH23K
3. PRI LASHBIRAL CA I EVF ANk,

8.1 VAL KIS R BB T

CFCA {EU1 ME AT PR -
1. EEEVEAl . BREBAT — IR B NEIIIEVRAE, X RS, Wi, EEE
SETTTHVEAL,  JFRRAE AR ARG I, ARG S KUK

2. BEFEIHE: BEIT RS E TERE S, RIS E RS
MR, AR AR

3. BE MR REEAT S E KPP AR, R0 8 5 A
o, VR OB A R A AT RV O U, AR KUV 45
il 28 e S it Ak B TR
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4. B FFERYE CA/Browser Blx I BR IER, #47—K BR H A,
TAE;

5. WEE R BEERAT - IRNERE TR, SR 3% IIERAE A

6. WebTrust #1t: WEEMILIH TSP, %88 WebTrust X CA )5

P, BRI AT— UM & TRV

8.2 VRAh & B % A

X CFCA IAMaE T, B RA BN B BT LA £ 5 -

Ly ST (o ok A

2. H#& WebTrust & i1 ¥ i

3. MAURAVFAT AP BRSPS NG, E ML S R %5

4. TIATEVEEZEERR. BEME L RER, PKI IR ProEfI#AE.
5. B&RERGUa THREAVGE R T AR T A,

8.3 VP H SHIP M IR R

PPt E 5 CFCA NARTMESS < W 554 R B e A2 LSS Al 2 LA (1 )
FRR.

8.4V AR

1. CFCA WS # %, WAEEEE:

(1) 275 #81% CP&CPS. MhF AT 22 4 2R IT AR5

(2) MRS seRert: SPTRNE T A ar I 2 A8 H L TIE T S (VR A
W% RG22 A HRE . SRR # A

& ERMEF LA RAF (CFCA) MAUTA 110

https://www.cfca.com.cn



Chnina blnar{cial Certification Authority

(3) WEAIASE 22 e i5 ). EREZEEH, NRNZaEh]. Eyitin
] PR B A P 2 A dE ] RGN 7 a5 hl. RSt
TERANLEY R 2 gzl . RAMEK R AN AT RGNV E B o TR ) 22 4 B

faray

2. =I5 Frig e WebTrust CA FUIE SR, X} CFCA #4770
RYAER7 o
8.5 X 1] B 5 A B R BN B8 e

X T AN N B 25 SR R, b PR N A S B A DR DA
TR L
BT IS P 58 5, CFCA #R I TAER S AT 80, i
S FRUCH TRl

8.6 VP 45 R ME IR S kKA

CFCA fE#H HHNE KRG =D H N ATFE iH k. W EEEE =1,
CFCA #& it tH &6 o T 53 2538 I Ad RS BR
B AR R 20U PA R B AR I HIAE S
I 4R R A DRy
2« PATH A AR b .
3. HIZEHIANETAERAMNE CAIET (B XGER TE CA IET)
[¥) SHA-256 $54L.
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5. ®HIEI S CA BRI, BLRRA S .

6 B T PRAl R AT — BN )38 2% — NN A] 5L

7. X TR BN TR T, 8 T TG H A S A E

8 X T A IAN R S B T, I A H

9. RATIREKH B, LRSS R H 5.
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RIE S A RUE I AR BUR T H S .

2+ VABELLRC AU TER T T AL B DR P UE 577 AL R AN Gy I S IR S R

3. BAT GV RNEE R AR B I 1E U

4 T PRHISEAUR RO

5. A CP&CPS MUsE [ HAth AT LASE & AT TE o

9. 4. THERBHERE

CFCA. 1/ JEMHUL . W7 SEN U BN NS L5515 A CP&CPS
(R, RFEAR R RA BRAA T AT . ZEIREVE B A SR T TE I AR R 7
B PARALFEEAEOL T, CFCA A BT € % RIBHLEAAME S, CFCA I
FRHH FR I AT AT 5T AT

hEEiNET QA RAR (CFCA) WMBUITA 117
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9.5 KPR F=AL

1. CFCA ZH IR EXTUE TS LA CFCA $2 4L e 3B A ZoRk. 22
FAERL LR A RS A AR P AL

2. CFCA XHFEB RGBT BAFHR. BB Fgi 5 AL

3. CFCA AR E R A AT R 5

4. CFCA Wuli BN —UNME SN CFCA W7, R CFCA Hilfi fo i,
fl NASBeFEEH T RLAT A

5. CFCA KATHIAEFA CRL 4% CFCA SCIEHIM =,

6. XfohizaE & HE RIS A EL SN CFCA 7=,
9.6 ik S5
9. 6. 1 EFAMERZVMRIFEREHR

CFCA K25 [ 5 A BN H L 115 B 22 2 HE Rl Bt 8 F T UIE
MR35k 55

CFCA IfigfEisy (he N RILAE 7254275 SiEile, #2imk
TEEITIES, CFCA XK BB FUEF KA RIVER DT

CFCA [Jiz'& 1#5F CP&CPS H- [ V55 KA X CP&CPS #EATETT .

RYE CHTERS EHIMNE) ZR, CFCA A 5iAEH T HIE ML LT
WIENL 55 2 B A A CPS 152 . CFCA XHEMAUMI & 1+ 2> —F—Ik. CFCA

FAT ORAF A FUE S 358 M5 B IIBUR AT 5T E

& ERMEF LA RAF (CFCA) MAUTA 118
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9. 6. 2EMHHKIFRR 5 R

EN CFCA KITEMALAL, MIBRE CFCA ) CP&CPS A& $H LTI ML 45 iE
MHURIIER ST, H BB S4B 3247V S CFCA A R & 2

1. VEMHIA RS CFCA Hil1] B SRR M AT & HAYE, X517 BAE 15 B3
MELAT AR, JRENHER T RE R . 8 2 @@k i s BEix
# CFCA.

2 WnEMEHURIAT VT P FRE -5 R AR e A i, UG T it
TH R 55

3 VEMHUR RLTE & B B 18] P 56 RE 5 FE AR . 7F FiE B4R RS 4

HAFE R T, AEER G My 13 A TIEH.

4, FEMHURZTRT P 15 B S EAR SIS B3R, I F3E Mt
(A3 52 45 CFCA VAR o VEMHLAL NARYEAH K PR A A BC & CFCA 75 21 HL 1A
RNV S5 &RV T

5 VMRS A LT Akt 6 06 T PR 58 = 07 e P I R L BUE
BIgThRe. ERNEE . AR, B HE B DL B R UE A 15 SR AN AL
i VEEETUERRE], REIT 2 AR 5% .

6 JEMAHURIE SLE@ AT P B CFCA KA1 CP&CPS LA H e A
SE, TR SE A e A& CP&CPS 1 (Hrv il PIRSPML) AERIRTHE T,
AT PR A AR

9. 6. 3T P IR 5

WA C LS AR T CP&CPS KA M EREHNE, FREZI
HFEERIAEFOHERAR (CFCA) WBATA 119
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CP&CPS SCAFHLTE KL 6
Ly TP ROEAE WSS A5 RN, 72 ECer ey, RS iRghE e, e
ARG BABERL, JREIXEE B BORNRAE R I I3 %0 CFCA. A
WP R B R AR BRI ST, AE . AR BRI SCR J5 R K i
CFCA, ERHIRA M H A&,
2. U CFCA B F-E T BT HI 28 5 i00@ A2 3R A5 B AH R B A
3.1 RO AT EETT AR B R, B S P R M kL IR AR A
VP R Z B RE A LSRR 1 %, AR B AT . AR wos lid 2
FEABAFIIE . ZH BRI W, 1T SR H AR BT
4y VT B BT B B E RS AIE 5 I R B 0 TP (R AL BT I 2 A A A
A EH SR (BRFEATAERARRESR®RE , il PR
EBFHA R . Rk, B0E 1 AR B AR, BeE T
PRARTEAER, VT P 892 58 BORI S 24 37 B 380 Sy LA R R 12 8 il 13,
HRF-LLIENGA CP&CPS [JHLE
5. W PR T AR H IR &4 CP&CPS.
6~ VI FT RS FIE T 4T A 7 A 5 AT -
(D A8 FHUEF AT L AF 4 1 FH (2
() A FER AT ARAFE 1T P BB REEE O T A RS AL
HHE
(3) A FHE S IOAT A& F P B il 20 5 1A R S LR 2% 18
7+ W PHERARIES 5 R AE & B TE 1R
8. W P RIE— BAEIE B A5, A B R ZIES .

& ERMEF LA RAF (CFCA) MAUTA 120
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O IR T a0 CFCA RILTIT PER A LM, 8T e
W FHBEE S IBIRAT N, CFCA A RER: BT e,

10~ 1T 413 CFCA Fl#il), 2R CFCA G fZ A iRk . XL E i A HsH
AR

(D TP ERERFIE BN A R s, a8, #EmIEE, BEER
JEAF T A S I @ AT CFCA;

(DT FAIE B N Y FNIE H QRS IS D R Bl AT RE LA R,
(B F I 5 1A k%507 BARZ AR H

(3) V7 oot # BR B AT W7 405E -

11, W PG S BT-IE P IR SS e i L55

12, BEEFARIBEL, CFCA A BUERIT P S TE . 1T R
FAUEPEHEANG, NMAERERHIR A ) CFCA #2 . T @A =E
B R B s R E R, BT HATAE,

9. 6. 4437 KRR SR

A7 7 B A 7R -

1 BRI 22 B Uk 500 B IE P58k

2. FEASMUIE P FE I S A% RATH IR v A JGE, . ah
CFCA A4 scH CRL, FAMZIEARPIMAH; EiZUEHEE+pra il
FIUEF AT SEE; AP Ia 20, U A AR RE08 52 it 4 JvE i)
E)sY

3 LEAS UL A5 Uk W A5 AR 20 R AU A UE P50 28 N 5 T EHIE T g Y
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—3.

4, ABAR CP&CPS HI%kak, THEEBMMEH B R, RIAEREA CP&CPS
FI g FAIE 5 8 YE Rl B AR Z A 5 .

5. [l CP&CPS H12xF CFCA TiAFERHIHIHE

0

ot

9. 6. S HES 5HEHKIR 5HK
RIVF LA S 5 F DIEEA CP&CPS HIRUE -
9.7 R% T

1 AR5 HiE N BT PR EEAHERS . A ESE. AEEIEE, 1 CFCA
FE 2 RAEFS, AT P R A e i = AR e 2y, BHESS FRIE ANBET F H
1T AIH AR BT, CFCA X A AR FHAT A AR B 5

2. T HE CFCA J5 [RGB B & b . 28 i S 8O Bk e . 225
I B At O BB e, CFCA AN AT AR J7 AR H 3 R0/ B kM3 5T AT

3. CFCA X &KL 10 i& S FEAE 1 E, ik T gl b 3 A F el
THALARYE CFCA RRFHIHIE, CFCA AAFUTATIEHE ST .

4. HTAFHIFZE S5 CFCA EiF. 210 B8 FIEBIRS,
CFCA AARFHR A/ BAME T4 T

5. CFCA fEVAR VAT RIVEEEI Y, ARIEA SSOEEE MR ZEK, s b1
A G R AS Gy A P AR A 2 A MBS B C “IRAERRSS” ), XFARRIZE
UERRSS M FEPATATE R, CFCA A ARITATIE T .

6+ X THI R BT CFCA W& 1R 7 BT N B AR #54T BT 51 R 1)iE

hEEiNET QA RAR (CFCA) WMBUITA 122
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REAVTE AT PG 2%, CFCA ARIA I 2 1/ BA M DA

9.8 H IR IT1E

IR CFCA #RYEA CP&CPS BRAEAVRHME , LA FIV A i UK AH I 2 AT
[EAME SRR, CFCA K2 HEA SRR AL RE =LA R i BB i
PR AHE AR B R I £ 5T A E

9.9 CFCA A& 25T BR #1]
9.9. 1 TG E

U1 CFCA i Jz |4 CP&CPS 9.6.1 F1HIFRIR, UE+H31] /Al LLH i CFCA 7K
PHIRE B STV 8 B E S BT BRI o IS S BN XUT IS E -
WP R IRE T, CFCA 7&4HA PRI 54T

1. CFCA RHEBHHRIIAE R 4T P AN EE =07, S 80T 8 20K

2. fE CFCA W] 5252 M5 B ER B R AE AR TR AR O 1 00, (BTSSR 1530 1
BT, SRS 2RI .

3. T CFCA MR FBUE BB, G, MER, I #3245
ENIR

4, CFCA KRB HUBSIET, ST @ ZHRM.

BtAh . CFCA M AZBR a0 T -

1. CFCA FrA Mg L 55 A9 T4 CP&CPS 9.2.1, X Fiki £ F R v] LAk
CFCA R4 17 1 HH7 i 8 ,CFCA £ E 8 ] 2 J& 101 L S 08 A A O 4 N

2 0P HT P AR 1 S R E IR 2R, CFCA ANRAHTIAE, HT R
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W T B AT A4
3. CFCA HETEUETA RUAM Py A 3571 K 2 5T .

9.9. 23T PRI TR

WP TR TER M2 CFCA BT 2Kk, 117 N A& I DT AT
1 U7 HOEEMHIE B, PRI#OR S R R E R A LBk, 58 CFCA
B =T A

2. AT P IR EE o RS O RV . a5k, BRIV &t . 1Bk
IMAH & K CFCA, L RAS B2 A N F- 5 30 CFCA BsE =7 240 E
3. W4T N, HiERA CP&CPS KAHKERAEMIE, s iE
FHFAEAR CP&CPS HH5E Ik 55 TEH

4y EASIT P ECE HE A B RS TS K Se R P U SR, 1) CFCA
WEZUE PR (S BT LARAT IR, A SRz E P AT ARIA RS 5, B
BEATAE Gy P AE AU 40 1), IR CFCA 284 CP&CPS IRITEREAT 1A
18, IBLAZAEAST 06 iR AR BT 15 3 I 1 B AT

5. AL TRIEUE BARESE . AU .

6+ EFE RS SR AR AR TE AR AR A% 1A B IR TS 9 KN d 1 CFCA FK IS T
7y WA XAV RICE SRS, SERAH R REE . ST iR

.
A

8. TEMFHIAEA L RBAEIEBIS, KT UEIF KB % CFCA
R TT o
9. EFHEAAEAE FEF
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10T P HRRIEHAE BARIC 158 =07 AR AL o
1LAERUE Y L AME I IES, W ANFH S0 IRES) .«

9. 9. 3HKHTT HIME =TT AE

R TR S 1 T3 CFCA BT P28, AmT B4 A& E 4 54 E

1. WA JEAT CFCA S5REUT RIPMUAA CP&CPS HHHLSE ) 55 -

2. REEKIEA CP&CPS MUVEHHATAELH %, T2 CFCA B2 =718 %4
=,

3. EAGEME Y TEBOET, Wik B ANIE B e e HRR A
HFIE T BOEH S A28 7T Res N ST U T, (AT SRE HBIE

4, WM T A RUE S AT B AT 30 00E

5. KT A B A CRL B OCSP AAIE 52 75 Hlad -

9.10 HRRELIE

9.10.1 AR

A CP&CPS H CFCA 7EH B 77 Ml (https://www.cfca.com.cn) A2 Hid

A, FRAE CFCA %5 7= B CP&CPS $EHTZ k.
9.10.2 %Ik

CFCA A& 1A CP&CPS (BIFEHAMBITHA) , & CP&CPS (HFEHE
WWHA) H CFCA fTEHE Mk A2k mA i) 30 HjE& 1k,
H A ) CP&CPS £ CFCA B M Afiz Hid, E—RA ) CP&CPS
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L OAL S P I

9.10.3 A ILFRFLEEZK

CP&CPS Wil Lid it REEE . A RIS AR BEET5H, A
LRI RSTT KK, EA CP&CPS £ 1E 5 4k 85 3L

9.11 WNSE5ERAHES EWE

Z 5 MEBEHR—F T MATMA CP&CPS F1H2E K H RS TG, EES/E
B, A LEE B EEE R CFCA, BEZRHLE: 010-80864610.

9.12 &iT

CFCA A RUEIT A& CP&CPS, FWHENT 5 FIMRARTE B 77 Wk L AA . BT
WA 5 A 2 H AR

9.12.1 BITERF

2 CFCA Z 4B R SR, CPS WS /NAFGEEDEHE —RAK
CP&CPS, MR FFA B SIEEE UM 850 T T ZER AR R B Brbr i, &
MK S5 R SE PR R 2

A CP&CPS MBI EHr, H CPS w5/ NASRHEITE N, 24 CFCA %
RIS RS, i CPS 4w'5 /NS ST e BUEIT, &1 )51 CP&CPS 45d

CFCA ‘%4 SiMs 2% in = HLHE 5 15 UX A AT

& ERMEF LA RAF (CFCA) MAUTA 126
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9.12.2 BERWLH|AHFR

CFCA HBUEITA CP&CPS FHME(T ARIEM KK, BT 5= M A fE
CFCA Wl bo WfEBIT &Aa 74 TAFH A, 107 &A FIEX HAUE ST %

B, BRI IR EEIT S CP&CPS.
9.12.3 FABEBLEHN KB

MK CP&CPS i FIHN] L AR FIAH SH AR E L AR £ CFCA HTAIE
MP 25 B R B CP&CPS WK Y VA BVERAIER I T Z AR B, CFCA BAKIEA K
FEB M A CP&CPS AR N E .

9.13 SRR

VTP BRSO E R BB A FER 5t CFCA SR AL ERR 4538 5T P i) e 1
A o8 B R B LT, 1T 7 v] 1] CFCA #& H G- R SR IR B A A S &
B ) LR S H A R

AL RN

I AR IE A

MERUR AR, TERBUEMATEIE 20T, 117 S S8 %1 CFCA.

2. FrulE e 2

RS AE BRI Z H AL 10 KRR, CFCA R A5 H 3 4 %4
WEL FARAIMB L AN . AN /N L R e B0 B 1, ICEEAR G
o BHR/NHNIERSLZ HAEE 10 RN (BRIE2 3N A 0B e B PR AE K 52—
TR TERGER O M AL . TSN AL Ry, 1Y
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HN T THAEE AR R AU, BT R 4% B ) A 25 A
P AR PAEB A E M FE TN WR R, TP IR A
8o NWZEBCRALY CFCA 5T 77 Z B SUROIE I T3 B iR R

3. IR UURR:

A B FNRBEAEL)E IS BRI S AT ORI, B Fr i i A REE XU
BN B AR L B — BUE L, SO AT UK i 2e AL st 2z 7
kT

4. RIFEHFRR

AEATAT P BT AR R CECA S 2RI, B E RITE BN =4 FHIE AL 1 52 45

ZHEN=FAEE. BE=FN, ZREILK

9.14 B

CFCA CP&CPS Al A 453k i) e i 57 4e N IRILATE & [FlvE ) At (h
e NIRILAE 25 27E) MARRIEEE . W CP&CPS I gk 5 Fidkik
B R B H AT AT HE R AR, CFCA Wi b 4kt AT 1804, 2 55 ko6

RERLE
9.15 S5EHERA/FEHE

CFCA F) % T51SEW 1510 < 36 70 2 o e A R ) 46 T30 s A [ 515 1
4 BT TTR . 25K CP&CPS M — 4 80k E B 1A k. R T#h
ITERTEMIN, CFCA JRHEARIF A A ST, LA %A e R T 34

HNiEo A CP&CPS K25k A AT PATVEAS 232 Wi H B AR AU
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9.16 —ME%EHK

9.16.1 Z CP&CPS 58kt

A% CP&CPS ¥ B fFT A DA (K15 [ 39000 5 7 AR 6 0 5 T 1 3
B CP&CPS. 1T P s IR s K A FE s b 2 5 % 2 Al 5
L

9.16.2 #ik

CA. RA. i ] BMHTT Z B BUR 55 ARl i AR T U b g AR TN

9.16.3 &r#FIHE

A CP&CPS 34— 2% 3= 3B 11 5 A N AR AN AT B R %4, CFCA
BEXFZAFTE ML HATIEN, BEEZEXESFEMAHAT NIE, HILEHEA

R AT PEAN S M0 L e 2% R A R

9.16.4 SRHBAT

T

9.16.5 AAIHLA

AHHUARIEAGETM . ABERE S I A RETC AR 2 MAF DL AN AT BT
DR FEA RS BiiTal. 20, BARRE . AR BERMEHE
AR TCVA T S5 . (BT #A S5  SL R AER R A 55 I SR o
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9.17 HE%XK

CFCA & if1E7E CA/Browser Forum(https://www.cabforum.org.) /& i F') 5 51
AT (EV E15 48 S #EN] Guidelines For The Issuance And Management Of
Extended Validation Certificates) (A AR5 UE P25 KA B AL 4 K Baseline
Requirements for the Issuance andManagement of Publicly-Trusted Certificates) ,

# CP&CPS 5L A8 SHENIASRF, PAUHEN] AHE
9.18 H AR

A CPS & BEBLH CFCA FT ., H CFCA it BEAEIT .

& ERMEF LA RAF (CFCA) MAUTA 130
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10 i3 A CFCA £Ek{51F44k R CP&CPS 4.6 ZJ3R CA

NO # CA R CA &k HZ CA F12 CA Hik
CFCA EV OCA | RSA2048/SHA256
CFCA EV
1 RSA4096/SHA256 | CFCA OV OCA | RSA2048/SHA256
Root
CFCA DV OCA | RSA2048/SHA256
CFCA EV ECC
ECC-256/SHA256
OCA
CFCA
ECC-384 (P-384) | CFCA OV ECC
2 | Global ECC ECC-256/SHA256
/SHA384 OCA
ROOT
CFCA DV ECC
ECC-256/SHA256
OCA
CFCA EV RSA
RSA2048/SHA256
OCA
CFCA
CFCA OV RSA
3 | Global RSA | RSA4096/SHA256 RSA2048/SHA256
OCA
ROOT
CFCA DV RSA
RSA2048/SHA256
OCA

hEEiNET QA RAR (CFCA) WMBUITA
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11 ¥ B &FREEEHHE

11.1 BIEH

Z HI@ AR IR+ 7 B REY RO | WA
A V3
FPo 5 fE 2D 64 fIF] CSPRNG
BERFE AN 3 BRI IL G
TBSCertificate %4 CFCA Global RSA ROOT G2:sha512withRSA
CFCA Global ECC ROOT G2: sha384withECDSA
CFCA EV ROOT: sha256withRSA
A % :notBefore A A R
A 2 notAfter 25 4F
F Sl AE I/ CFCA Global RSA ROOT G2
(CN) CFCA Global ECC ROOT G2
CFCA EV ROOT
ZH2H4(0) China Financial Certification Authority
HEZ(C) CN
NAE R CFCA Global RSA ROOT G2& CFCA EV ROOT
:RSA4096
(0ID: 1.2.840.113549.1.1.1)
CFCA Global ECC ROOT G2
:secp384rl (0ID: 1.3.132.0.34)
GG = AT S 5 TBSCertificate 2544 ULHL
3 J#: authorityKeyldentifier | JEIC%E 5 subjectKeyldentifier VG
& :subjectKeyldentifier e 4 RFC 5280, subjectPublicKey f] 160 fii SHA-1 M54
(2]
/I basicConstraints KA Subject Type=CA
Path Length Constraint=None
§7J&: keyUsage Ko keyCertSign,cRLSign
112 PRIEH
ZHi& PKI MYUEH 7B Kegy RS
JEI
A V3
FPo 5 &AL 64 (i) CSPRNG
BERFE 52k CA 1) Subject {5 EFF 17 ILIC

TBSCertificate %544

sha256withRSA

hEEiNET QA RAR (CFCA) WMBUITA
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sha512withRSA
sha384withECDSA
H % :notBefore AR R
H 3 motAfter AW T2 ZUE T notAfter
T 4R (CN) WE 1.1.2 mH ATk
ZH24(0) China Financial Certification Authority
E % (C) CN
UNGEE RS RSA4096 (0ID: 1.2.840.113549.1.1.1)
or secp384rl (0ID:1.3.132.0.34)
ESE AN RTS 5 TBSCertificate 2544 VLT
$" & subjectKeyldentifier e 4 RFC 5280, subjectPublicKey [ 160 £ SHA-1 4
il
¥ authorityKeyldentifier |14 VLR 42 E 511 subjectKeyldentifier
3} certificatePolicies PN TR EIRZ AN CA, Z8 BN
Policy Identifier=Any Policy (2.5.29.32.0)
¥ J&: basicConstraints R 1 Subject Type-CA
Path Length Constraint=0
¥ J&: keyUsage F4 digitalSignature, keyCertSign, cRISign
¥ J&: extKeyUsage E| P WITAFALE
T2 % SSL/TLS KA, Z¥ JE)y:
k% 3 EAE 1.3.6.1.5.5.7.3.1
F PR 1.3.6.1.5.5.7.3.2
TR BT, %Y RA:
PDF %4 1.2.840.113583.1.1.5
R 24 1.3.6.1.4.1.311.10.3.12
¥~ J&: authorityInfoAccess E| P ICA AccessMethod=1.3.6.1.5.5.7.48.2
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
¥ F&: cRLDistributionPoints B CRL HTTP

11.3 ITAED

EV SSLA=ERIR 55 ik 5% 5

UEF5I A

fA V3

Fr35 A5 /D201 IR REA AL

Bk SHA256RSA SHA256RSA SHA256ECDSA

MUK & CN =CFCA EV OCA CN =CFCA EV RSA OCA CN =CFCA EV ECC OCA
O = China Financial Certification | O = China Financial Certification | O = China Financial Certification
Authority Authority Authority
C=CN C=CN C=CN

ARAWEEH | UEBARBOH LG A

BROAZ T | UEBA SR b )

E) CN=pu (2) cebnet.com.cn DI H N AR A DI H N AR A

hEEiNET QA RAR (CFCA) WMBUITA
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OU = E-banking network

ERITARR, I
(202249 H 1 Hilg A FHA &
ou)

ERITARR, HIE
(202249 H 1 HiEg A FHA A
ou)

O = China E-banking network

B AW LR, e AR
BT AAFR, AR IER S L 2R
UK, JFHARES B
WA PR 64 7T, LA 48
5, B4 AN G XU 44 B
B -

B AL LR, e AR
BT AAFR, B REIER S 2R
UK, JFHARES B
WA PR 64 7T, N 48
5, B4 AN G XU 44 B
B -

L = Beijing Bl AARESK, MEkE . | Elkdhk: GRER. Mg .
S = Beijing Wk 28, #HIESE. Mg, | MBS SE. HES. kg,
EZ. M, Wisi s gy | B, Moy, s s se
JETETE S 6 RS g 2 AT IR . | T
AR 5 B S 4 2 W A 00
C=CN R 5 44 E x4
SERIALNUMBER = FEHERIEARAE NS CndB RN | SRR RS CanZE 23N
110000006499259 AREG AMENV RS Biss | RS, A E R . Fiss

FACKSEE) , ABCA A RS,
W BLRR AT H AR -

FACKEE) , B I Y ,
I BLRR AT H AR -

2.5.4.15 = Private Organization

M55 T LG A
Private Organization
Government Entity

Business Entity

Non-Commercial Entity

M55 T LG TR A
Private Organization
Government Entity

Business Entity

Non-Commercial Entity

1.3.6.1.4.1.311.60.2.1.1 = JEM
HulX

1.3.6.1.4.1.311.60.2.1.2 = JEfit
Eh

1.3.6.1.4.1.311.60.2.1.3 = JEfit
M e 75 R R AR

TEME 5 DX sk

TEME 5 DX sk

~H

RSA (2048)

RSA(2048)

ECC 256

RN TT IR 45
B

I

[1]Authority Info Access
Access Method=FXHLIIE
RAWNL (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.cfca.com.cn/ocs
p
[2]Authority Info Access
Access Method=ilF TS & HLA4
MR (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://gt (3)

cfca.com.cn/evoca/evoca.cer

hEEiNET QA RAR (CFCA) WMBUITA
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WU AR
RFF
E NI Subject Type=End Entity
Path Length Constraint=None
UE 5 55 W [1]Certificate Policy:
Policy
Identifier=2.16.156.112554.3
[1,1]Policy Qualifier Info:
Policy Qualifier
1d=CPS
Qualifier:
http://www.cfca.com.cn/us/us-12.
htm
CRL/3 & A, [1]CRL Distribution Point EVIiEHHICRL & & EVIEPHICRL & A
Distribution Point Name:
Full Name:
URL=http://crl.cfca.com.cn/evoc
a/RSA/crll.crl
HHRE Digital Signature, Key
Encipherment (a0)
TR PIR IRFT
15 2 AH R v AR5 3EF (1.3.6.1.5.5.7.3.1)
SIS S B4
OV SSLA=ERfif 55 w454 24
UEFSI IAE
fA V3
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